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Staff Privacy Notice (How we use your information)  
2022 – 2023 
 
This notice sets out how we use your personal information as your employer or when you 
apply for a job with us and in particular: 
 

• what personal information we collect; 

• what we do with your personal information; 

• the legal basis on which we collect and use your personal information; 

• how long we keep your personal information; 

• how we share your personal information including whether we transfer your  
 personal information outside of the European Economic Area (“EEA”); and 

• your rights over your personal information. 
 

The categories of information that we collect, process, hold 
and share include 

• personal information (such as name, title, addresses, telephone numbers, and 
personal email addresses, date of birth, employee or teacher number, National 
Insurance number);  

• special categories of data including characteristics information such as gender, 
race, ethnic origin, trade union membership; 

• marital status and dependants; 

• next of kin, emergency contact and death benefit nominee(s) information; 

• bank account details, payroll records and tax status information; 

• salary, annual leave, pension and benefits information; 

• start date, leaving date; 

• location of employment or workplace; 

• copy of driving licence, passport, birth and marriage certificates, decree absolute; 

• recruitment information (including copies references and other information included 
in a cv or cover letter or as part of the application process); 

• qualifications (and, where relevant, subjects taught);  

• compensation history; 

• performance and appraisal information; 

• disciplinary and grievance information; 

• secondary employment and volunteering information; 

• accident book, first aid records, injury at work and third-party accident information; 

• information about convictions/allegations of criminal behaviour. 

• evidence of your right to work in the UK/immigration status; 

• work absence information (such as number of absences and reasons);  
• and 

• CCTV images and your photo for your pass. 
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How is this collected? 

Most of the information above is collected directly from yourself, for instance, via an 
application. However, some information may be collected from other organisations such as 
the Department for Education (DfE), your previous employer, Disclosure Barring Service 
(DBS), etc. 

Why we collect and use this information 

We use this data: 
 

• for the recruitment process and for carrying our pre-employment checks; 

• for checking your identity and right to work in the UK; 

• for checking your qualifications; 

• for carrying out our role as your employer or potential employer; 

• to support and manage employees; 

• to gather evidence and any other steps relating to possible grievance or disciplinary 
matters and associated hearings; 

• to enable the development of a comprehensive picture of the workforce and how it 
is deployed; 

• to process payroll, pensions, expenses claims and other financial transactions; 

• to make decisions about salary reviews and compensation;  

• for conducting performance reviews; 
• to maintain the College’s accounts and for insurance purposes;  

• for dealing with HMRC; 

• to allow for better financial modelling and planning; 

• to inform the development of recruitment and retention policies; 

• for safeguarding students; 

• to maintain accident records and to otherwise comply with health and safety 
legislation; 

• for communicating with you and for marketing purposes; 
• in the case of use of CCTV, to maintain the security of the College’s premises, for 

preventing and investigating crime and when investigating disciplinary matters, etc 
(see the College’s CCTV Policy for further details); 

• to monitor your use of our information and communication systems to ensure 
compliance with our IT policies; 

• to ensure network and information security and preventing malicious software 
distribution; 

• and to otherwise fulfil the College’s statutory obligations as an educational 
institution under the Further and Higher Education Act 1992, the Education Act 
1996 and other applicable legislation.  

The lawful basis on which we process this information 

We are subject to statutory and legal obligations requiring us to process this information. 
We are also required to process this information to enable us to perform our contractual 
obligations to you as your employer. In some instances, we are required to process this 
information as we as a college are performing a task in the public interest (provision of 
education). In some instances, we may decide to process this information because it is in 
our legitimate interests to do so. 
 
For some non-core purposes, i.e. not directly related to your employment with us, such as 
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staff surveys, marketing, etc. we require your consent to process your personal 
information. You can withdraw your consent for this processing at any time; but this could 
have consequences in terms of us being able to provide those non-core services to you. 
 
Special Category Data 

Special category data is personal data which the UK GDPR says is more sensitive, and so 
needs more protection. 
 
Information about an individual’s: 

• race; 
• ethnic origin; 
• politics; 
• religion; 
• trade union membership; 
• genetics; 
• biometrics (where used for ID purposes); 
• health; 
• sex life; or 
• sexual orientation 

is Special Category Data. 

Processing of Special Category Data is necessary for the College to be able to carry out a 
task in the public interest (provision of education) and to comply with legal and statutory 
requirements relating to that provision (in particular, safeguarding), and to be able to 
perform its obligations in relation to its contract of employment with you, in accordance 
with Articles 6 and 9 UK GDPR and section 10 and Schedule 1, Part 1 of the Data 
Protection Act 2018, specifically paragraph 1 (employment, social security and social 
protection), paragraph 8(1) of Schedule 1, Part 1 (equality of opportunity and treatment),  
paragraph 16 (support for individuals with a particular disability or medical condition), 
paragraph 18 (safeguarding of children and of individuals at risk), paragraph 20 
(insurance) and paragraph 21 (occupational pensions). 
 
Criminal Offence Data 

Processing of Criminal Offence Data is necessary for the College to be able to carry out a 
task in the public interest (provision of education) and to comply with legal and statutory 
requirements relating to that provision (in particular, safeguarding), in accordance with 
Articles 6 and 10 UK GDPR and section 10 and Schedule 1, Part 1 of the Data Protection 
Act 2018, specifically paragraph 18 (safeguarding of children and of individuals at risk) and 
paragraph 29 of Schedule 1, Part 3 (consent). 
 

Collecting this information 

Whilst the majority of information you provide to us is mandatory, some of it is provided to 
us on a voluntary basis. In order to comply with data protection legislation, we will inform 
you whether you are required to provide certain information to us or if you have a choice in 
this.  
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Storing this information 

How long we hold this information for will depend on the type of information that is being 
held and why it is being held: 
 

 Governance 
 

Type of Data 

 

Retention Period 

 

Reason for retention 

Strategic/Annual Plans  Permanent  
 

College’s legitimate interests 

Corporation Minutes and 
Agendas and Supporting Papers  
 

Permanent  College’s legitimate interests 

Planning and Implementing 
Organisational Change  
 

Permanent  College’s legitimate interests 

Governance and Management 
Structures  
 

Permanent  College’s legitimate interests 

Individual Student Records 
(European Social Fund)  
 

Seven years from the date of 
record creation + 1 year 
 

Statutory/legal obligation, 
performance of a contract, 
performance of a task in the 
public interest (provision of 
education) and College’s 
legitimate interests 

Inspection Reports and 
Reports/Returns made to 
standards bodies, professional 
bodies, other government 
departments 
 

Permanent Statutory/legal obligation, 
performance of a contract, 
performance of a task in the 
public interest (provision of 
education) and College’s 
legitimate interests 

Records documenting the 
institution's general 
communications with other 
institutions, other educational 
institutions, professional 
associations and bodies 
 

Six years from the date of 
record creation + 1 year 

Statutory/legal obligation, 
performance of a contract, 
performance of a task in the 
public interest (provision of 
education) and College’s 
legitimate interests  

Public Complaints 
 
 

Six years from the date of 
record creation + 1 year 
 

College’s legitimate interests 
 

Legal 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Records documenting the 
development and establishment 
of the institution's policies on 
legal affairs and the 
acquisition/provision of legal 
services 
 
 
 
 
 

Superseded + 5 years Statutory/legal obligation 
and College’s legitimate 
interests 
 
 
 



5 
13.10.2022 

Legal 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Agreements, leases, licences, 
deeds and contracts under seal 
and any relevant correspondence 
and or documents relating to 
formation of that 
agreement/contract/deed 
 

12 years from termination of 
contract + 1 year 

Performance of a contract 
and College’s legitimate 
interests 

Other contracts and agreements 
and any relevant correspondence 
and or documents relating to 
formation of that agreement/contract 
 

Six years from termination of 
contract + 1 year 

Performance of a contract 
and College’s legitimate 
interests 

Records documenting the provision 
of legal support and representation 
for the institution in dealing with 
claims by or against the institution 
which do not proceed to litigation or 
settlement by an agreement 
 

Six years from the settlement 
of claim + 1 year OR six 
years from withdrawal of 
claim + 1 year 

College’s legitimate interests 

Records documenting legal advice 
requested by, and provided to, the 
institution concerning: 
 
- interpretation of legislation 
affecting the institution's legal 
framework, governance, 
responsibilities or operations; 
 
- proposals for new legislation 
affecting the institution's legal 
framework, governance 
responsibilities or operations; 
 
 
- the institution's relationships with 
government bodies and HE 
regulators; 
 
- industrial relations issues; 
 
- health, safety and environmental 
issues 
 
 
 
 
 
 
 
 
 
 
 
 

Permanent 
 
 
 
 
 
 
 
 

College’s legitimate interests 
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Health and Safety 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Records documenting the 
development and establishment of 
the institution's health and safety 
management policies 
 

Superseded + 50 years 
 

Statutory/legal obligation 
and in the College’s 
legitimate interests 

Records documenting the formation 
of a safety committee under the 
Safety Representatives and Safety 
Committees Regulations 1977. 
Includes records documenting the 
objectives, role, functions, 
composition and administration of 
the committee 
 

Life of committee + 50 years 
 

Statutory/legal obligation 
and in the College’s 
legitimate interests 

Asbestos register  
 
 

Permanent 
 
 

Statutory/legal obligation 
and in the College’s 
legitimate interests 
 

COSHH Risk Assessments 
 

40 years from date of 
assessment + 1 year 
 

Statutory/legal obligation 
and in the College’s 
legitimate interests 
 

H&S Display Screen Regulations 
1992  
 

5 years from date of 
assessment + 1 year 
 

Statutory/legal obligation 
and in the College’s 
legitimate interests 
 

Accident Reporting (OSHENS) 
 

3 years from the closure of 
the investigation into the 
accident + 1 year 
 

Statutory/legal obligation 
and in the College’s 
legitimate interests 

Health and Safety Risk 
Assessment Reports  
 

3 years from date of 
assessment + 1 year 
 

Statutory/legal obligation 
and in the College’s 
legitimate interests 
 

Any correspondence with the 
Health and Safety Executive and 
or successor body, any 
documentation submitted to the 
Health and Safety Executive and or 
successor body as part of a health 
and safety investigation, etc. 
 
 
 
 
 
 
 
 
 
 
 
 
 

Permanent Statutory/legal obligation 
and in the College’s 
legitimate interests 
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Finance 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

All documents necessary to verify 
ESF Co-financed provision 
 

To be retained in line with 
contractual requirements (at 
least 10 years after final ESF 
claim is paid by the ESF 
Managing Authority) 
 
For the 2007-13 ESF 
Programme this is expected 
to be until at least 31 
December 2022 
 
For the 2014-21 ESF 
Programme until at least 31 
December 2030 
 

Statutory/legal obligation, 
performance of a contract 
 

Financial files Seven years from the end of 
the financial year + 1 year 
 

Statutory/legal obligation 
and in the College’s 
legitimate interests 
 

Insurance 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Records documenting claims made 
under insurance policies 
 
 

Six years from settlement of 
claim + 1 year  
 
OR six years from withdrawal 
of claim + 1 year 
 

College’s legitimate interests 

Staff Records 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Safeguarding 
 
 
 

Schools and colleges have 
an obligation to preserve 
records which contain 
information about allegations 
of sexual abuse for the 
Independent Inquiry into 
Child Sexual Abuse (IICSA), 
for the term of the inquiry 
(further information can be 
found on the IICSA website). 
All other records should be 
retained at least until the 
accused has reached normal 
pension age or for a period of 
10 years from the date of the 
allegation if that is longer 
 
 
 
 
 

Statutory/legal obligation, 
performance of a contract, 
and College’s legitimate 
interests including 
safeguarding of students 
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Staff Records 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Interview notes – successful 
 

7 years from date of leaving 
+ 1 year 

 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Interview notes – unsuccessful 
 

Six months after interview + 
1 year 

 
 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Application 
 

7 years from date of leaving 
+ 1 year 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Offer letter 
 

7 years from date of leaving 
+ 1 year 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Starter data such as copied ID, 
driving licence, etc. 
 

7 years from date of leaving 
+ 1 year 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

DBS application 
 

7 years from date of leaving 
+ 1 year 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Staff Risk Assessment 
 
 
 

7 years from date of leaving 
+ 1 year 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Criminal Convictions Declaration 
(if completed) 
 

7 years from date of leaving 
+ 1 year 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

References 
 

7 years from date of leaving 
+ 1 year 
 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
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Staff Records 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Health Declarations 
 

7 years from date of leaving 
+ 1 year 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Right to work, etc 
 

7 years from date of leaving 
+ 1 year 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Bank details  
 
 

7 years from date of leaving 
+ 1 year 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

CV – successful 
 

7 years from date of leaving 
+ 1 year 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

CV - unsuccessful 
 

Six months after interview + 
1 year 
 
 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Proof of qualifications obtained 
 
 

7 years from date of leaving 
+ 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Further Information form 
 
 

7 years from date of leaving 
+ 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Probationary Review 
 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Appraisal 
 

7 years from date of  
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
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Staff Records 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Disciplinary 
 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Grievance 
 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Sickness/sick notes/any other 
documents relating to return to 
work after sickness 

 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Maternity/Paternity/Adoption and 
flexible working/compassionate 
leave, etc. 

 

3 years after the end of the 
tax year in which the 
maternity period ends 
 

 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Occupational Health referrals, 
reports, etc. 

 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Occupational Health records 
 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Leaver Information – resignation, 
forms, etc. 
 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Redundancy information 
 
 

7 years from date of 
leaving + 1 year  

 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Details of any settlements, 
employment tribunal claims, etc. 
 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
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Staff Records 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

TUPE 
 
 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

P45 
 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Staff Contract 
 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Part-time variable contract 
 
 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Staff Development – short 
courses  
 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 
 

Staff Development – long courses 
 
 

7 years from date of 
leaving + 1 year  

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

E-learning certificates 7 years from date of 
leaving + 1 year 

Statutory/legal obligation, 
performance of a contract, 
performance and College’s 
legitimate interests including 
safeguarding of students 
 

Payroll  
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Payroll records 7 years from payroll date + 1 
years 
 
 

Statutory/legal obligation, 
performance of a contract 
and in the College’s 
legitimate interests 
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Pensions 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Pension scheme records 
 
 

Permanent Statutory/legal obligation 
and in the College’s 
legitimate interests 
 
 
 
 
 
 
 

Partnership Agreements 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Partnership Agreements and 
arrangements for archive:  
 
For Higher Educational validation 
partnerships, archive arrangements 
should be consistent with the 
awarding institutional guidelines 
 
 
 
 

See HEI Guidelines and or 
partnership agreement 

Statutory/legal obligation, 
performance of a contract, 
performance of a task in the 
public interest (provision of 
education) and College’s 
legitimate interests 

Transport 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Applications to drive College or 
farm vehicles/own car for work 
purposes 
 
 

1 year from end of academic 
year + 1 year 
 
Six months from the date of 
the application for 
unsuccessful applications + 1 
year 
 

Performance of a contract, 
performance of a task in the 
public interest (provision of 
education) and College’s 
legitimate interests 
 
 

Car park permit form 
 

Six months from date of 
leaving + 1 year 
 
 

Performance of a contract, 
performance of a task in the 
public interest (provision of 
education) and College’s 
legitimate interests 
 

MIDAS Certificates, MIDAS 
requests and copy drivers’ 
licences 
 
 

Six months from date of 
leaving + 1 year 
 
 

Performance of a contract, 
performance of a task in the 
public interest (provision of 
education) and College’s 
legitimate interests 
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Data Protection 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

CCTV 31 days Statutory/legal obligation 
and College’s legitimate 
interests 
 

Miscellaneous 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Emails relating to any of the 
above categories or types of 
document 

As per the retention period 
for the type of document to 
which they relate, eg Health 
and Safety Accident 
Reporting (OSHENS) - 3 
years from the closure of the 
investigation into the accident 
+ 1 year 

As per the retention period 
for the type of document to 
which they relate eg Health 
and Safety Accident 
Reporting (OSHENS) - 
Statutory/legal obligation 
and in the College’s 
legitimate interests 
 

Any emails that relate to 
Safeguarding 

Relating to Students 
 
All records relating to 
individual children must be 
retained for a reasonable 
period of time after they have 
left the provision. Currently it 
is recommended that 
Safeguarding/Child 
Protection records be 
retained until the child 
reaches the age of 25 years 
 
Relating to staff 
 
Schools and colleges have 
an obligation to preserve 
records which contain 
information about allegations 
of sexual abuse for the 
Independent Inquiry into 
Child Sexual Abuse (IICSA), 
for the term of the inquiry 
(further information can be 
found on the IICSA website). 
All other records should be 
retained at least until the 
accused has reached normal 
pension age or for a period of 
10 years from the date of the 
allegation if that is longer 
 
 
 
 
 
 

Statutory/legal obligation, 
performance of a contract, 
and College’s legitimate 
interests including 
safeguarding of students 
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Miscellaneous 
 

Type of Data 
 

Retention Period 
 

Reason for retention 

Emails (general correspondence 
with colleagues and external 
organisations, anything not 
business related, Staff Notices, 
etc), ie anything else 
 

Delete when no longer 
required 

n/a 

Spam Not retained n/a 

Online Store Six years from date of the 
order for a Product or six 
years from the date of the 
application for a Short 
Course + 1 year 
 

Performance of a contract 

Visitor Information  1 year from date of visit + 1 
year 

Safeguarding of students 

 
 
 For further details, the College’s Data Retention Policy is available at available 

https://www.askham-bryan.ac.uk/publication-scheme-data-protection/  
 

Who we share this information with 

We routinely share this information with: 
 

• current, past and prospective employers; 

• trade unions and staff associations; 

• our local education authority; 

• HMRC; 

• ESFA; 

• the Department for Education (DfE); 

• Disclosure Barring Service; 

• pensions providers; 

• Higher Education Statistics Agency (“HESA”) (see Appendix A below); and 

• Access (a private company, to process payroll). 
 

ESFA and Department for Education (DfE) 
 
We share personal data with the ESFA and Department for Education (“DfE”) on a 
statutory basis. This data sharing underpins workforce policy monitoring, evaluation, and 
links to school funding/expenditure and the assessment educational attainment. 
 

Data collection requirements (DfE) 

The DfE may share information about College employees with third parties who promote 
the education or well-being of children or the effective deployment of school staff in 
England by: 

https://www.askham-bryan.ac.uk/publication-scheme-data-protection/
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• conducting research or analysis; 

• producing statistics; and by  

• providing information, advice or guidance. 
 
The DfE has robust processes in place to ensure that the confidentiality of personal data is 
maintained and there are stringent controls in place regarding access to it and its use. 
Decisions on whether the DfE releases personal data to third parties are subject to a strict 
approval process and based on a detailed assessment of: 
 

• who is requesting the data; 

• the purpose for which it is required; 

• the level and sensitivity of data requested; and  

• the arrangements in place to securely store and handle the data.  
 
To be granted access to this information, organisations must comply with its strict terms 
and conditions covering the confidentiality and handling of the data, security arrangements 
and retention and use of the data. 
 
For more information about the DfE’s data sharing process, please visit:  
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data  
 
To contact the DfE, please go to https://www.gov.uk/contact-dfe 
 

Why we share your information 

We do not share information about workforce members with anyone without consent 
unless the law and our policies allow us to do so. 
 
We will share your personal information with third parties where required by law, where it 
is necessary to administer the working relationship with you; where it is in the public 
interest to do so or where it is necessary for the performance of our functions as an 
education institution. This will, in some circumstances, involve sharing special categories 
of personal data and, where relevant, data about criminal convictions/allegations. 
 

HESA (Staff) 
 
The Higher Education Statistics Agency Limited (HESA) is the body responsible for 
collecting and disseminating information about higher education in the UK and the 
designated data body for England (see https://www.hesa.ac.uk/about for more information).  
 
HESA collects information from higher education providers in the UK at the request of its 
Statutory Customers (https://www.hesa.ac.uk/about/what-we-do/statutory-customers). 
 
HESA and its Statutory Customers are Controllers of the HESA records under GDPR. 
HESA's ICO registration number is Z7475057.  
 
HESA’s wholly-owned subsidiary company HESA Services Limited may also act as a 
Controller of the data and provides anonymous or pseudonymised data extracts for 
research purposes. HESA Services Limited’s ICO registration number is Z7899462.  
 
All uses of personal data collected by HESA are described in the Collection Notices at 
www.hesa.ac.uk/about/regulation/data-protection/notices. 

https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/contact-dfe
https://www.hesa.ac.uk/about
https://www.hesa.ac.uk/about/what-we-do/statutory-customers
http://www.hesa.ac.uk/about/regulation/data-protection/notices
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Transferring your personal data outside of Europe 

Unless otherwise stated, your information will remain at all times within the UK and or 
European Economic Area (“EEA”). If we have to transfer your personal data outside the 
EEA, we will only do so where: 
 

• the recipient or recipient country ensures an adequate level of protection for your 
personal data; 

• the recipient or recipient country is subject to an approved certification scheme or 
code of conduct with binding and enforceable commitments which amount to 
appropriate safeguards for your personal data; 

• we have put in appropriate safeguards with the recipient or recipient country to 
protect your personal data such as a data sharing agreement; 

• the transfer is permitted by law; or 

• you expressly consent to that transfer. 
 

Requesting access to your personal data 

Under data protection legislation, you have the right to request access to information about 
you that we hold. To make a request for your personal information, contact the College’s 
Data Protection Officer, Judith Clapham, either by contacting Judith at 
judith.clapham@askham-bryan.ac.uk or at DataProtection@askham-bryan.ac.uk  
 
You also have the right to: 
 

• object to processing of personal data that is likely to cause, or is causing, damage 
or distress; 

• in certain circumstances, have inaccurate personal data rectified, blocked, erased 
or destroyed; and 

• claim compensation for damages caused by a breach of the Data Protection 
regulations.  

 
For further details please visit the ICO’s website https://ico.org.uk/for-organisations/guide-
to-the-general-data-protection-regulation-UK GDPR/individual-rights/  
 
If you have a concern about the way we are collecting or using your personal data, we ask 
that you raise your concern with us in the first instance by contacting Judith Clapham, 
either at judith.clapham@askham-bryan.ac.uk or at DataProtection@askham-bryan.ac.uk.  
Alternatively, you can contact the Information Commissioner’s Office at 
https://ico.org.uk/concerns/ 
 

Further information 

If you would like to discuss anything in this privacy notice, please contact Judith Clapham, 
either at judith.clapham@askham-bryan.ac.uk or at DataProtection@askham-bryan.ac.uk 
 

The College is registered with the Information Commissioner’s Office (“ICO”). The Registration 
Number is Z6170811. Renewal of the registration takes place annually on 22 January. 
 
Please also see the Data Protection Policy which is available at  https://www.askham-
bryan.ac.uk/publication-scheme-data-protection/  
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