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1. POLICY STATEMENT 
 
1.1 The latest version of the PECR or Privacy and Electronic Communications (EC 

Directive) Regulations 2003 came into effect on 29th March 2019. 
 
1.2 The PECR regulate marketing by electronic means such as email, phone, text or fax, 

and personal messaging on social media, and also include other rules relating to 
cookies and similar technologies, keeping communications services secure, and 
customer privacy as regards traffic and location data, directory listings etc. For further 
details, please see https://ico.org.uk/for-organisations/guide-to-pecr/what-are-pecr/  

 
1.3 Where the College is involved in direct marketing to individuals it will need to comply 

with the PECR in addition to the UK GDPR and other data protection legislation, such 
as the Data Protection Act 2018.  

 

2. SCOPE AND LIMITATIONS 
 

2.1 This Policy applies across all sites, to all staff, students and visitors to College premises. 
 

3. WHAT IS ‘DIRECT MARKETING’? 
 

3.1 Direct marketing is defined in section 122(5) of the Data Protection Act 2018 as: 
 

“the communication (by whatever means) of advertising or marketing material which is 
directed to particular individuals”. 

 
3.2 This covers all advertising or promotional material, including that promoting the aims 

or ideals of not-for-profit organisations, such as the College, where that marketing is 
directed at particular individuals. 

 
3.3 Genuine market research does not count as direct marketing. However, if a survey 

includes any promotional material or collects details to use in future marketing 
campaigns, the survey is for direct marketing purposes and the rules apply. 

PECR Policy 
 

Equality Impact Assessment: Askham Bryan College recognises the importance of the Equality Act 2010 
and its duties under the Act. This document has been assessed to ensure that it does not adversely affect staff, 
students or stakeholders on the grounds of any protected characteristics.    

https://ico.org.uk/for-organisations/guide-to-pecr/what-are-pecr/
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Service messages 
 
3.4 Routine customer service messages do not count as direct marketing. Service 

messages are correspondence with customers for administrative or customer services 
purposes which contain only essential factual information they need about a current 
contract or past purchase (eg information about service interruptions, delivery 
arrangements, product safety, changes to terms and conditions, or tariffs). General 
branding, logos or straplines in these messages do not count as marketing. 

 
3.5 However, if the message includes any significant promotional material aimed at getting 

customers to buy extra products or services or to renew contracts that are coming to 
an end, that message includes marketing material and the rules apply. 

 

4. CONSENT 
 
4.1 To ensure the College complies with its obligations under PECR, the College will 

ensure that it has an individual’s consent for any direct marketing. 
 
4.2 The PECR uses the UK GDPR standard of consent, ie to be valid, consent must be 

knowingly and freely given, clear and specific.  
 
4.3 “Freely given” means giving people genuine ongoing choice and control over how the 

College uses their data. The individual must also fully understand that they are giving 
consent and what this is for. An individual also has the right to withdraw their consent 
at any time. The clearest way to obtain consent is to ask the individual to tick an 
unticked opt-in box confirming they are happy to receive marketing calls, faxes, texts 
or emails. 

 
4.4 Alternatively, the College may be able to market using a “soft opt in” if the following 

conditions are met: 
 

4.4.1 the individual is an “existing customer” in the sense that they have actively 
expressed an interest in the College or coming to the College and given their 
email address; 

 
4.4.2 the individual is being provided with/sent details of similar products and 

services to those that they expressed an active interest in; and  
 
4.4.3 the College gives the individual a simple opportunity to refuse and opt out of the 

marketing, both when first collecting the details and in every message after that. 
 
Existing customer 

 
4.5 What constitutes actively expressing interest and what does not will depend on the 

circumstances. Generally speaking, there must be a positive action taken by the 
customer to show their intent to buy, or in the case of the College, come to the College 
or hear about what the College has to offer. Simply browsing is not enough to trigger 
soft opt-in.  
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4.6 So, for example, a customer uses an online store. Merely looking at the website would 
not be enough. But, if that individual puts an item in their online basket and then fails 
to check out, this shows clear intent to buy, resulting in them becoming eligible to 
receive direct marketing via soft opt-in. 

 
Similar products and services 
 
4.7 Once it has been determined that someone is an existing customer, then the soft opt-

in exception will only apply to marketing communications about products and services 
that are similar to those that they have shown interest in previously. It does not mean 
that they should now be sent all direct marketing communications from every 
campaign. 

 
4.8 What “similar products and services” means will depend upon the context. It will 

depend on whether the existing customer would reasonably expect to be contacted 
about the product or service in question, bearing in mind the product or service they 
previously expressed an active interest in. 

 
4.9 The rules on consent and the soft opt-in under PECR do not apply to ‘corporate 

subscribers. A corporate subscriber is where the organisation (as opposed to the 
individual) has subscribed to the email service. 

 

5. EXEMPTIONS 
 
5.1 There are a limited number of exemptions from the PECR:  
 
a) a national security exemption 
b) a law and crime exemption 
c) the cookies exemptions. 
 
The national security exemption 
 
5.2 The national security exemption is in Regulation 28 PECR. It exempts 

communications providers from any of the rules in PECR if the communication 
provider reasonably needs to breach that regulation for the purpose of safeguarding 
national security. 

 
5.3 A Minister of the Crown can issue a certificate stating that an exemption was, is or will 

be required in certain circumstances for national security reasons. A ministerial 
certificate is conclusive proof that the exemption applies in those circumstances. Any 
person directly affected by a ministerial certificate may appeal against it to the 
Information Rights Tribunal. 

 
The law and crime exemption 
 
5.4 The law and crime exemption is in Regulation 29. It exempts communications 

providers from any of the rules in PECR if complying with that rule would: 
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• breach a provision of another enactment; 

• breach a court order; 

• be likely to prejudice the prevention or detection of crime; or 

• be likely to prejudice the apprehension or prosecution of offenders. 
 
5.5 It also applies if the exemption is required (i.e., you need to breach that regulation): 
 

• for or in connection with any legal proceedings; 

• to obtain legal advice; or 

• to establish, exercise or defend legal rights. 
 
Cookies exemptions 
 
5.6 There are two exemptions which apply where: 
 

• the cookie is for the sole purpose of carrying out the transmission of a communication 
over an electronic communications network; or 
 

• the cookie is strictly necessary to provide an ‘information society service’ (e.g. a 
service over the internet) requested by the subscriber or user. Note that it must be 
essential to fulfil their request – cookies that are helpful or convenient but not 
essential, or that are only essential for your own purposes, will still require consent. 

 
5.7 Some specific examples of cookies that do not require consent are: 
 

• User input cookies that last the duration of a session; 

• Authentication cookies that last the duration of a session; 

• User centric security cookies that detect authentication abuses; 

• Multimedia content player cookies that last the duration of a session; 

• Load balancing session cookies that last the duration of a session; 

• Cookies used for user interface customisation of a browser session or for only a few 
hours, with exceptions. 
 

6. COMPLAINTS 
 

6.1 Where an individual feels that the College has failed to comply with the PECR, then in 
the first instance, they should raise the matter with the College’s Data Protection 
Officer by contacting judith.clapham@askham-bryan.ac.uk or by emailing 
DataProtection@askham-bryan.ac.uk  or by contacting the Legal and Compliance 
Adviser at jethro.powell@askham-bryan.ac.uk . 

 
6.2 If an individual makes a complaint to the College’s Data Protection Officer and is not 

satisfied with the College’s response, they may then wish contact the Information 
Commissioner’s Office (or “ICO”), the UK’s supervisory authority and make a formal 
complaint (https://ico.org.uk/make-a-complaint/). The College is registered with the 
Information Commissioner’s Office (“ICO”). The Registration Number is Z6170811.  
Renewal of the registration takes place annually on 22 January. 

mailto:judith.clapham@askham-bryan.ac.uk
mailto:DataProtection@askham-bryan.ac.uk
mailto:jethro.powell@askham-bryan.ac.uk
https://ico.org.uk/make-a-complaint/
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6.3 Please note that the ICO is unlikely to investigate a complaint without an 

individual first having made a complaint to the College and exhausting the 
College’s own internal complaints procedure first, before referring the matter to 
the ICO. 

 

7. RESPONSIBILITIES 
 

7.1 The Director of Communications will have overall responsibility for ensuring 
compliance with this policy. 

 
7.2 The Director of Communications and the MAC team to ensure compliance with this 

policy. 
 

8. MONITORING AND REVIEW 
 

8.1 The Director of Governance will maintain oversight of the effectiveness of these 
arrangements, assisted by the Legal and Compliance Adviser.  

 
8.2 This policy and the implementation arrangements which underpin it will be reviewed 

annually by the Director of Governance and Legal and Compliance Adviser. 
 

9. SUPPORTING/RELATED DOCUMENTS 
 

Data Protection Policy  
 

 

10. RELEVANT LEGISLATION 
 

10.1 In all aspects of this policy the College will comply with the following legislation: 
 

Privacy and Electronic Communications (EC Directive) Regulations 2003 
UK GDPR and Data Protection Act 2018 


